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1 Introduction

1.1 Overview

The T-Systems Trust Center Public Key Infrastructure (T-Systems PKI) is operated in the T-Systems Trust Center
by the T Systems International GmbH Group unit within Deutsche Telekom AG. The T-Systems Trust Center
maintains a number of different certification authorities underdifferent root certification authorities (root CAs).

Thisdocumentisthe certificate policy (CP) for all certification authorities operated withinthe T-System s PKI. It is
based on the international standard for certificate policies (RFC 3647 Internet X.509 Public Key Infrastructure
Certificate Policy and Certification Practices Framework) ofthe Internet Engineering Task Force (IETF).

The T-Systems Trust Center additionally guarantees that all certification authorities within the T-Systems PKI m eet
and comply with the requirements and regulations of the current published version of the " CA/Browser-Forum
Baseline Requirements" [CAB-BR] (http;//www.cabforum.org/documents.html). In the event that this document
andthe [CAB-BR] contradict one another, the regulationsin the [CAB-BR] have priority.

1.2 Documentname and identification

Name: Certificate Policy forthe T-Systems Trust Center Public Key Infrastructure
Version: 9.0

Date 12.10.2018

Objectidentifier 1.3.6.1.4.1,7879.13.38

1.3 PKl participants

1.3.1 Certification authorities (CA)

In addition to operating certification authorities for proprietary internal products and services, the T-System's Trust
Centerissues CA certificates for certification authorities of other operators.

1.3.2 Registration authorities (RA)

Oneormore registration authorities are mappedto each certification authority. There are no restrictions about the
number of registration authorities that are mapped. A registration authority reports to the mapped certification
authority and operates as an interface to the subscribers of the PKI. The registration authorities are therefore also
governed bythis T-Systems Trust Center Public Key Infrastructure CP.

Forthe majority ofthe certification authorities, a new hierarchy is created withinthe mapped registration authorities
into one ormore higher level and one or more subordinate registration authorities. Every subordinate registration
authorityismapped to exactly one higher-level registration authority.

Tasks of higher-level registration authorities include:
e Approving and revoking subordinate registration authorities
o Mapping the relevant area of responsibility of a subordinate registration authority (for which subset of
subscriber ordersistheregistration authority responsible?)
e Revoking and suspending subscribercertificates across all areas of responsibility

Tasks of subordinate registration authoritiesinclude:
e Registering subscribers withinthe defined area of responsibility
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e Reviewing subscriber orders withinthe defined area of responsibility in accordance with the policies of the
respective certification authorities (with the help of certified or officially sealed identification documents,
where necessary)

e Approving subscriberordersfollowing a successful review or rejecting them

e Sending the order to the certification authority following the approval of a subscriber order so that the
subscriber certificate can beissued and delivered

o Withinthe defined area of responsibility, accepting and reviewing orders for certificates that may have to
be revoked or suspended (ifasuspension is plannedin the context of the relevant certification authority)

e Sending arequest to the certification authority to revoke or suspend the subscriber certificate once a
revocation or suspensionrequest has been approved

If the registration authorities are not placed into a hierarchy, the registration authorities carry outthe same tasks
as the subordinate registration authorities without there being a divisioninto areas of responsibility.

The registration authorities are equipped with the necessary technology. The employees of the registration
authenticate securelyto the respective certification authority.

1.3.3 Subscribers

Root CA subscribers are exclusively directly subordinate certification authorities. No end-entity certificates are
issued.

The subscriber
o appliesforthe certificate (represented by an authorized natural person)
e isauthenticated bythe responsible CAas part ofthe registration process
e isidentified bythe certificate, i.e., itis confirm edthat the public key containedin the certificate belongsto
the subscriber
e ownsthe private key that belongsto the public keyin the certificate
134 Relying parties
A relying party is a natural person or subject who/that relies on the trustworthiness of the certificate issued by
T-Systemsand/ orthe digital signature.
135 Other participants

No functions and/ortasks are outsourced to external authorities (delegated third party), which relate to operaton
ofthe CAinfrastructure, as well as verification, approval, or processing of certificates or certificate applications.

14 Certificate usage

1.4.1 Appropriate certificate uses

Certificates are used for authentication purposes, the digital signature, as well as encryption as part of various
applications dependingon the assignment ofthe attributes on key usage and the CPS definitions ofthe relevant
certification authority.

The subscriberisresponsible for using certificates in such away that their use com plies with the applicable legal
provisions. Thisappliesin particularto compliance with the applicable export or import regulations.

142 Prohibited certificate uses

Certificates are notintended, designed, or permitted for use or forwarding for
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e managementandcontrol facilitiesin dangerous environments

e environmentsin whichfail-safe operation is required (e.g., operation of nuclear facilities, aircraft navigation
orcommunication systems, air traffic control systems, orweapon control systems) and where failure could
lead to damage (e.g., personal injury, death, medium and serious environmental damage, or other
disasters)

Furthermore, itis not permitted to use an issued certificate for aMITM scenario orifits use is prohibited by law.
1.5 Policy administration

1.5.1 Organizationadministering the document

This document (CP) is published by T-Systems International GmbH, Telekom Security, Trust Center und ID-
Solutions.

152 Contact person

Address:

T-Systems International GmbH
Trust Center Services

Leiter Trust Center Betrieb
Untere Industriestrafie 20
57250 Netphen

Germany

Telephone:

+490 1805268204 (from Germany: landlines EUR 0.14/minute, mobile networks max. EUR 0.42/minute)
WWW:

https:// www.telesec.de

E-mail;

telesec support@t-systems.com

The report of abuse, compromise of certificates and keys of T-Systems Trust Center must be able to be reported
underaURL24/7foreveryone. The website must contain a process description/instructionfor the user and must
also be presentin chapter 1.5.2 ofthe CPS.

1.5.3 Person determining CPS suitability for the policy

This document (CP) remains valid as long as it is not revoked by the publisher (see Section 1.5.1). It is updated
when required (but at least once a year) and is then assigned a new ascending version number (see also
Sections9.12.1 and 9.12.2).

1.54 CP approval procedures

The publisher namedin Section 1.5.1isresponsible for thisdocument (CP). The approval is given by the Change
Advisory Board.

This CP undergoes an annual review process, regardless of any other amendments. The department named in
Section 1.5.1 isresponsible for carryingout orcoordinating the review.

The annual review must be noted in the change history of the CP. This shall also apply even if no changes are
made to contents.
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1.6

1.6.1

ARL
BR
DK
CA
CMP
CP
CPS
CN
CRL
DN
EDP
elDAS
ERP
ETSI
FQDN
GRP
HSM
HTTP
HTTPS
IDS
IETF
IPS
IPSec
ISMS
ISO

SD
LDAP
NCP
NIC
n.a.
OCSP
0]1)
opt.
ov

Definitions and acronyms

List of acronyms

Authority Revocation List

Baseline Requirements

Dual Key

Certification Authority

Certificate Management Protocol
Certificate Policy

Certification Practice Statement
Common Name

Certificate Revocation List

Distinguished Name

Electronic Data Processing

Electronic Identification and Signature
Enterprise Resource Planning
European Telecommunications Standards Institute
Fully Qualified Domain Name
Identifiesa group, function, orrole certificate
Hardware Security Module

Hypertext Transfer Protocol

Hypertext Transfer Protocol Secure
Intrusion Detection System

Internet Engineering Task Force
Intrusion-Prevention-System

Internet Protocal Security
InformationSecurityManagement System
International Organizationfor Standardization
Individual Validation

Service Description

Lightweight Directory Access Protocol
"Normalized' Certificate Palicy

Network information center

not available

Online Certificate Status Protocol

Object Identifier

optional

Organization Validated
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ovCpP
PIN
PKI
PKIX
PN
PSE
PTC
RA
RFC
SCEP
SK
SLA
RSA
S/MIME
SigG
SigV
SOAP
SSL
TLS
TK
UPN
URL
UTC
XML
Table 1- List of acronyms

16.2 Glossary

Tem

Affiliate

Applicant

Applicant's
re presentative

Application for a
certificate with
increased risk

"Organizational Validation" Certificate Policy
Personal IdentificationNum ber

Public Key Infrastructure

Public Key Infrastructure X.509

Stands for pseudonym

Personal Security Environment

Publicly trusted certificate

Registration Authority

Request for Comments

Simple Certificate Enrollment Protocol
Single Key

ServiceLevel Agreement

Rivest Shamir Adleman

Secure Multipurpose Internet Mail Extension
German Digital Signature Act (Signaturgesetz)
German Digital Signature Regulation ( Signaturverordnung)
Simple Object Access Protocol

Secure Socket Layer

Transport Layer Security

Triple Key

User Principal Name

Uniform Resource Locator

Universal Time Coordinated

Extensible Markup Language

Explanation

For example, a company, partnership, joint venture, corporation, (capital) com pany,
association, foundation, or other organization (legal person) that supervises, is supervised by,
or is controlled together with another organization (legal person), facility, department,
governmental unit, or unit that is directly subordinate to a governmental authority.

The natural or legal person who applies for a certificate (or requests its renewal). Once the
certificate has been issued, the applicant is referred to as the subscriber. In the case of
certificates issued for devices, the applicant is the organization that controls or operates the
device listed on the certificate, even if the device sends the actual certification application.

If different from the applicant, a natural person or payer, an employee of the applicant, or an
authorized representative who has the express authority to represent the applicant: (i) who
signs, submits, orapproves an applicationfor a certificate in the name of the applicant and/or
(ii) signs and submits a subscriber agreement in the name of the applicant and/or (i)
acknowledges and agrees to the certificate's terms of use in the name of the applicant if the
applicantis an affiliated company (affiliate) of the certification authority (CA).

An application for which the CA provides an additional check with regards to intemal criteria
and databases that the CA runs. This can concern names that are subject to a high risk about
phishing or other fraudulent use, names that are contained in previously rejected certificate
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Tem

Application software

provider
Authentication

Authority revocation list
(ARL)

Authorization document
Bulk

Central registration
m odel

Central repository

Certificate

Certificate
administration process

Certificate application

Certificate data

Certificate Management
P rotocol (CMP)

Certificate policy (CP)

Certificate
report
Certificate
list(CRL)

problem
revocation
Certificate signing
request (CSR) [TC]

Certification authority
(CA)

Certification practice
statement (CPS)
Chip card

Explanation

applications or revoked certificates, names that are on the MillerSmiles phishing list, or the
Google Safe Browsing list or names that the CA identifies based on its own risk-minimization
criteria.

A provider of Internet browser software or other application software on the relying side that
displays or uses certificates and contains root certificates.

Checkingan identitybased on claimed characteristics.

List showing digital certificates that have been revoked by certification authorities(except root
CA). Before a digital certificate of a certification authority is used, the ARL should be used to
check whetherthe certificate may still be used.

The documentation that provesan applicant isauthorized to applyfor one or more cettificates
for a certain natural person, group of persons or functions, legal person, or device. This may
also be a docum ent from the certification authority regarding communication withthe person
or organization in question.

Function of a CA with which the sub-registration authority cangenerate soft PSEs in bulk.

Following successful registration, the sub-registration authority requests the certificate on the
sub-registration authority website (usinga web form or in bulk) and directly receives this
certificate or the key material for the end entity (except in the case of a registration authority
certificate).

An online database that contains public PKI documents (e.g., certificate policy, certificate
practice statement, CAcettificates), as well as additional information, either in the form of a CRL
oran OCSP response.

An electronic document that uses a digital signature to bind a public key to anidentity (e.g,
person, device).

Processes, practices, and procedures relating to the use of keys, software, and hardware that
the certification authority (CA) uses to check certificate data, issue certificates, maintain a
central datarepository, and revoke certificates.

Arequest madein electronic orwritten form that contains data regarding an applicant.

Certificate applications and associated data (obtained from the applicant orelsewhere) that is
in the possession of the certification authority (CA), is subject to monitoring by the CA or that
the CA has access to.

The Certificate Management Protocol is a protocol developed by the IETF to manage X.509
certificates within a public key infrastructure (PK]).

Defines the guidelines for generating and managing certificates of a certain type. A set of rules
that specifies the options for using a named certificate in a certain community (parties involved
in PKls) and/ora PKlim plementation with common security requirements.

Com plaints due to suspicion thatthe key is at risk, certificate misuse, or with regard to other
types of fraudulent behavior, risk, misuse, or incorrect behaviorin connection with certificates.
A regularly updated, time-stamped list of revoked certificates that is generated and signed
digitally bythe issuing certificationauthority (CA). The authority revocation list (ARL) is a special
certificate revocation list (CRL), asit contains only sub-CA certificates.

A certificate request thatis created electronically by a device(e.g., server) and signed using the
private key, whichcontains the public key and the certificate datain coded form. The syntax is
described by the standard PKCS#11.

An organization that isresponsible for generating, issuing, revoking and managing certificates.
This term is used for both root certification authorities (root CA) and subordinate certification
authorities (sub-CA).

Explanations for operating a certification authority. In particular, the CPS im plements the
provisions and policies of the CP of a certification authority.

One of several documents that provide general and specific framework conditions. This
contains, inparticular, a description of the procedure the certificationauthority (CA) follows for
issuing, managing, revoking, and renewing certificates.

Plastic card withan integrated com puter chip. Telephone cards are an example of these. If the
com puter chipisable to perform calculations, it is alsocalled asmartcard. Smartcards can also
be used for cryptographic applications.
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Tem

Compromise

Country

Cryptography

Delegated third party

Device

Device cettificate

Digital signature

Directory service

Distinguished name

Domain authorization
document

Dom ain name
Dual key certificate

End entity
End-entity certificate

ET Sl certification

External
authority

registration

Fully qualified domain
name (FQDN)
Hardware

m odule (HSM)
Hash value

security

Explanation

A private key is compromised if it is made known to unauthorized persons or can be used by
them . A compromise could occurthrough a criminal attack, forexample.

Either a member of the United Nations or ageographical region that at least two member states
ofthe UNO recognize as asovereign state.

Sciencedealing with the encryption of data and related issues (such as digital signatures).

A natural or legal personwho is not identical to the certification authority (CA) but is authorized
by this authority to support the certificate management process by performing tasks to fulfil
one or more requirements. This may be an external registration authority or an intemal
enterpriseregistration authority.

Com ponent such as a router, server, gateway, or application that supports certificate-based
functions but cannotrequest certificatesitself or can do so onlyto a limited extent. Frequently,
certificates are requested via an authorized person (e.g., administrator) and installed on the
com ponent.

X.509 V3 certificate that containseithera host name, an IP address, oran e-mail address in the
commonNamefield (CN) of the subscriber's distinguishedName (subject) and/or in at leastone
subjectAltName extension.

A checksum created witha special mathematical procedure. Guarantees the authenticity of the
signatory and the integrity of the data.

Data repository for calling up certificates and certificate validation information (revocation list).

Format with which distinguished names can be specified in accordance with the X.500
standard. A digital certificate must contain a DN.

The documentation thatthe domain name registrar, aregistered domain owner (domain name
registrant), orthe person ororganizationthatis listed as the registered domain ownerin WHOIS
(including all private, anonymous, or proxy registration services) provides and that proves the
applicant'sauthorization to request a certificate for a particular domain name space. This may
also be a docum ent from the certification authority regarding communication withthe person
or organization in question.

The namethatisgiven to a node inthe Domain Name System (DNS).

Variant in which separate key pairs are used for encryption and signing. This means the user
has two corresponding certificates.

Also see Subscriber. The term end entity is largely used in the X.509 environment.

A certificatethatdoes not use the "certification authority" basic constraint and therefore cannot
sign certificatesitself.

Check and confirmationfor certificationauthorities by an independent expert to ensure that the
PKlis operated in accordance with the "ETSI TS 102 042" ET S criteria. The aim of ET Sl audits
is to strengthen demand-side trust in electronic business transactions.

An em ployee (staff member) or representative of a com pany that is not affiliated with the
certification authority(CA) (non-affiliate) that approves certificates for third parties. These roles
(trusted roles) are performed, for example, by thetenant's master and sub-registration authority
or authorized representative.

Correct and complete domain name, i.e., a chain of all labels for a path in the domain name
space (for furtherinformation see RFC2181).

Hardwareto generate and store private keys securely.

Inthis context, a fixed length cryptographic checksum (the correct nameis cryptographic hash
value). It should be as unlikelyas possible to calculate the entry from the hash value or to find
several possible inputs for the same hash value (hash value is used as a synonym for
fingerprint).In mostcases a hash valueis signed instead of a complete digital document.
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Tem Explanation

I dentification The process of providing the identity of a subjector object (e.g., user, device)to a system. The
identification is part of the validation.
Interface Aninterfaceis part of a system that is used forcommunication (input and output).

Internal An em ployee (staff member) or representative of a CA who checks the "domain" specified by
re gistration authority the PKI tenant and provides it for the certificate application. This role (trusted role) is performed,
for example, by the T-Systems Trust Center operator.

Intemal server name A server name (which may or may not contain a registered domain name) that cannct be
dissolved withthe public Domain Name System (DNS).

Issuer  distinguished | Format with which distinguished names can be specified in accordance with the X.500 and

name (issuer DN) LDAP standards. Theissuer DN describes the CA issuing the certificatein a unique way.
Issuing  certification = The certification authority (CA) that issued a specific certificate. Thiscouldbe aroot certification
authority (CA) authority (root CA) or asubordinate certification authority (sub-CA).

Key backup Mechanism for backing up keys. In orderto be ableto restore encrypted e-mails in the event of

key loss, we recommend backing up the key material of the encryption key. Key backup is also
used as a synonym for key archiving.

Key compromise A private key is considered to be compromised if its value is shared with an unauthorized
person, an unauthorized person has access to it, or there is a practical method that an
unauthorized person could use to find out its value.

Key owner A natural personauthorized by the delegated third party who is responsible forthe proper use
(distribution, use and, if necessary, revocation) of the key pairand certificate that was issued for
a group of persons or functions, legal person, or device.

Key pair The private keyand its corresponding public key.

Keyrecovery Mechanism for recoveringkeys. This can be necessary if users lose their key(such as through
adam agedfile).

Latency period Period of time between an action and the occurrence of a delayed reaction (delay period). With

latency periods, the action occurs unnoticed and is only discovered through the reaction.

LDAP server Server that saves information that canbe called up via LDAP.

Legal person A company, group, partnership, sole trader, trust, government authority, or legal entity with legal
standing within the legal system of a country.

Lightweight Directory = Protocol for querying directories. This has displaced the significantly more com plicated

Access Protocal (LDAP) = Directory Access Protocal (DAP) in manyareas. LDAP offers more options than HTTP and FTP
(such as setting up a context that can be maintained using several queries). LDAP is used in
particular to query digital certificates and revocation lists within public key infrastructures.

Local registration | The user requests the certificate via the user website or by sending an e-mail request, or the

m odel device uses its SCEP interface to requestthe certificate. Thisrequest is processed by the sub-
registrar(approval, rejection, or postponement (resubmission)).

Mail security Security functions such as digital signature and encryption that support standard mail
applications.

Management systemfor  The management system for information security (ISMS) represents a set of procedures and
information  security = rules within a company that serve to define, manage, monitor, maintain, and continually

(ISMS) im prove information security over the long term. The term is used in the ISO/IEC 27002
standard; ISO/IEC 27001 defines an ISMS.
Master domain Independent administrative areathat has a distinguished nameandis set up exclusivelyfor a

delegated third party. The delegated third party canapprove andmanage cetrtificates withinthe
tenant. The tenant is managed using the master registration authority certificate. Further
informationis available under: Tenant.
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Tem Explanation

Master registration | Natural person (trusted role) who manages the master domain.
authority

Multitenancy Ininformation technology (IT), multitenancyrefers to the property of software ora server tomap
m ultiple, fully separated tenants on one installation. The respective tenants(e.g., legal units or
com panies) are unable to view the data, user administration, or similar of the other
parties/tenants.

Objectidentifier (OID) | A unique, alphanumeric, or numeric identifier that is registered for a specific object or object
class of the International Standards Organization (ISO) underthe appropriate standard.

OCSP responder An online server that is subordinate to the certification authority (CA) and is connected to its
central repository to process certificate applications. Also see Online Certificate Status Protocol
(OCSP).

Online Certificate Status | A protocol for online certificate validationwith the help of whichthe application software on the

Protocol (OCSP) [BR] relying side candetermine the status of an identified certificate. Also see OCSP responder.

Period of validity The period from the issue date (not before) until the expiry date (not after).
Pemitted Intemet | A dom ainnamethat consists of the top-level domain and further sub-domains and is added to
domains the tenant's PKI configuration (master domain) as a "permitted Internet domain" following a

successful check by the internal registration authority.
Pemitted public data = Anauthentication document or adatasource(e.g., identitydatabase, commercial register) that
source is usedto check subjectidentity data, that is generally recognized by commercial com panies
and authorities (public administration) as reliable and that a third party created for a different
purpose other than theissuing of certificates by the applicant.
Person authorized to = A personwho is authorized by the subscriber or key ownerto revoke a certificate for agroup of
revoke persons or functions, legal person, or device. Authorization is via the certificate revocation
password.

Personal ldentification = Secret code used at cashmachines, for example.

Number (PIN)

P ersonal security All security-relevant information such as the private key is saved in the personal security

environment (PSE) environment. The PSE can be available as an encrypted file or on a smartcard and is protected
by a password or a PIN.

Policy Guidelinesor explanations that determine the security level for creating and using certificates.
There is a difference between certificate policy (CP) and certification practice statement (CPS).

P ower of attorney Power of attorney is understood to be a power of representation founded on alegaltransaction.
The power of attorney isestablished through unilateral declarations of intent that the principal
m ust communicateto the agent of the power of attorney.

Private key They key from a key pairthat the key ownerkeeps secretand uses to create digital signatures
and/or decrypt electronic data and files that were encrypted using the corresponding public
key.

Public device certificate = A device certtificatethat a sub-CA issues in the CA hierarchybelowa roct certificate.

P ublic key The key from a key pair that the owner of the corresponding private key is permitted to m ake
publicly available and that the relying side uses to verify digital signatures that were created
using the owner's private key and/or to encryptmessagesthat can only be decrypted using the
owner'scorresponding private key.

Public keyinfrastructure = Hardware, software, persons, procedures, rules, guidelines, and obligations that enable
certificates and keys to be generated, issued, managed, and used reliably based on the public
key cryptography.
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Tem

Public
Infrastructure
(PKIX)
Public Key Service
(PKS)

Qualified auditor

Registered
name
Registration authority
(RA)

Key
X.509

domain

Registration authority of
a company (enterprise
RA)

Registrationmodel

Relying parties

Revocation authority

Rivest Shamir Adleman
(RSA)

RootCA

Root certificafion
authority (root CA)
Root certification
authority certificate (root
certificate)

Secure  Multipurpose
Intemet Mail Extension
(S/MIME)

Secure Socket Layer
(SSL)

Service desk

Certificate
Protocol

Simple
Enrollment
(SCEP)
Simple Object Access
P rotocol (SOAP)

Single key certificate
Sm artcard

Software PSE (soft PSE)
Sub-domain

Subject

Explanation

IETF standard that standardizes all relevant parts of a PKI.

Service of the T-Systems Trust Center for issuing and administrating certificates that comply
with the German Digital Signature Act.
A natural or legal person who meets the specified criteria.

A dom ain namethat is registered with a domain name registration authority(registrar).

A legal person who is responsible for identifying and authenticating certificate subjects.
However, this is not a CA and therefore does not sign or issue certificates. An RA can provide
support when requesting or denying a certificate or in both cases. When "RA" is used as an
adjective to describe a role or function, this does not necessarily refer to an independent
authority. It can, however, be partofthe CA

Anem ployee (staffmember) or representative of an organization whois not affiliated with the
certification authority (CA) (non-affiliate) that approvescertificates for third parties. These roles
(trusted roles) can be performed, for example, by the tenant's master and sub-registration
authority or authorized representative.

A distinction is made between the central registration model (see there) and the local
registration model (see there).

Anatural or legal person who relies on a valid certificate. A provider of softwareis not a relying
party if the software this provider sells merely containsinformation on a certificate.

An em ployee (staff m ember) or representative of an organization who performs certificate
revocations.

Procedure for encryption, for digital signature and for the secure transmission of keys that is
nam ed afterthe three cryptographers Rivest, Shamir, and Adleman.

See Root certificationauthority.

The highest-level certification authority whose root certificate is distributed by application
software providers and who issuesthe subordinate CA certificates (sub-certificates).

The self-signed certificate that the root certification authority (root CA) issues for self-
identification. Inaddition, this certificate helps with the validation of issued sub-certificates.

Secure Multipurpose Internet Mail Extension. Extension of the MIME e-m ail format, which
describes additions for cryptographic services that guarantee the authenticity, integrity, and
confidentiality of messages.

Crypto protocol for ensuring end-to-end connections on the Internet. This has now been
superseded by the newer TLS process. Can be used instead of the more complex IPSec in
m any cases.

The service desk is an organizational unit within a company that serves as the tenant or
delegated third party's central contact point for all service and support requests and that
conveys these within the com pany inaccordance withthe agreed business processes.
Simple Certificate Enrollment Protocol. Protocol for ordering and loading cettificates in IPSec
devices.

Simple Object Access Protocol: SOAP provides a simple mechanism for exchanging structured
informationbetween applications ina decentralized, distributed environment.

Variant inwhich the same key pair is used for encryption and signing. This means the user has
one certificate.

Aspecial plastic card with an integrated computer chip that can alsobe used for cryptographic
applications.

An encrypted file forsaving the certificate and the corresponding private and public keys.

Hierarchically subordinated sub-section of the m aster domain that is m anaged by a sub-
registration authority.

The natural person, device, system, unit, or legal person that is named as the subject in a
certificate. The subjectis either the subscriber or adevice that is underthe subscriber's control
or is operated by thisperson.
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Tem

Subject Alternative

Name

Subject distinguished
name (subject DN)

Subject identity data

Subordinate
certification
(subCA)
Sub-registration
authority

Subscriber agreement

authority

Suspension

Tenant

Temsofuse

Transport layer
security (TLS)
Triple key certificate

Trusted certificate

T-Systems
Board
Unregistered
dom ain name

Advisory

Valid cettificate

Validation

Validation specialist

Wildcard certificate

X.509

Table 2- Glossary

Explanation

Additional fields in a certificate. The fields can be used to enter additional names of the
subscriber and are a standard extension of the X509 standard.

Format with which distinguished names can be specified in accordance with the X.500 and
LDAP standards. The subject DN uniquelyspecifies a person or device.

Data that identifiesthe subjectof the certificate. Subject identity data does not contain adomain
nam ethatis listed in the subjectAltName extension or the subject commonNamefield.

A certification authority whose certificate is signed by a root certification authority (root CA) or
another subordinate certification authority (sub-CA).

Natural person (trusted role) who manages the sub-domain.

An agreement between the certification authority (CA) and the applicant/subscriber that
specifies therights and obligations of the parties.

Inrelationto the PKI, suspension means a provisional or temporaryrevocation. The certificate
initially appearsin the certificate revocation list, but can be re-activated by the sub-registration
authority.

The tenantis a separate, logically self-contained unit with its ownlegal, organization, and data
m anagement within the system. The tenant thus structures the use of the system. The master
dom ains are known astenants. Within the master domains, there are further subdivisions in the
form of areas of responsibility (also known as sub-domains).

Provisions regarding safekeeping and permitted usage of an issued certificate in accordance
with the specified requirements if the applicant/subscriber is an affiliated company of the
certification authority (CA), for example.

Crypto protocol forensuring end-to-end connections on the Intemet.

Variant in which separate key pairs are used for encryption and signing and Microsoft
smartcard logon. This means the user hasthree correspondingcertificates.

A certificate that is trusted due to the fact that its corresponding root certificate represents a
trust anchor inwidelydistributed application software.
Aboard within T-Systems that decides on PKIfunctions.

A dom ain namethat is not a registered domain name.

A certificatethat passes the validation procedure described in RFC 5280.

Evidence of the reproducibility of aresult from a described procedure under defined conditions.
The m ore precisely a procedureis described and the fewer unknown influencing factors there
are, the morecertainitis that corresponding results will be produced. A description of the goal
and m ethod isrequired for avalidation. In this context, validmeans that the method leads tothe
result in a repeatable manner. In the context of a PKI, there is a validation process in the
following places: notification and verification of an identity (e.g., natural person, device) against
the certificate application. Algorithm to check a certificate for its validity period, issuing
certification authorities, and certificate status (valid, revoked).

Som eone who performs the data validation tasks in accordance with the requirements in
question. Inthe context of the Trust Centers these are the following role owners: Trust Center
operator, master registrar, sub-registrar
A certificatethat has anasterisk (*) in the left-most position of a fully qualified domain name of
the subject contained in the certificate.

Standard, whose most important element is a form at for digital certificates. Certificates of
version X.509v3 are supported in all common public key infrastructures.
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1.6.3 References

Shortname
[BDSG]

[CABBR]

[EU-RL]

[PKCS]

[ PKIX]

[RFC3647]

[SigG]

[SigV]

[ TSYSROOTSIGN]
[X.509]

Table 3- References

Reference

Datenschutzgesetz, Bundesgesetzblatt | 2003 S.66 (Data Protection Act, Federal Law Gazette
[ 2003 p.66)

Version of the “Baseline Requirements for the Issuance and Management of Publicly-Trusted
Certificates” document published by CA/Browser Forum at
http://www.cabforum .org/documents.html valid at the time

Directive of the European Parliament and of the Council on a Community framework for
electronic signatures, 1999/93/EC, EU, 1999

RSA  Security Inc., RSA Laboratories "Public Key Cryptography Standards
http://www.rsasecurity.com/rsalabs

RFCs and specifications by the Public Key Infrastructure (X.509) IETF working group

Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
Framework, Network Working Group, IETF, 2003

Law on general conditions for digital signatures and for the amendmentof additional provisions
(Gesetz Uiber Rahmenbedingungen flr elektronische Signaturen und zur Anderung von
weiteren Vorschriften), Federal Law Gazette (Bundesgesetzblatt) | 2001, p. 876

Digital signature regulation (Verordnung zur elektronischen Signatur), BGBI (German Civil
Code). I p. 3074, November21, 2001

T-Systems Root Signing Service Specification

Information technology - Open Systems Interconnection - The Directory:authentication
framework, Version 3, ITU, 1997
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2 Publicationand repository responsibilities

The included CAs must develop, implement, enforce, and annually adapt a CPS and/or CP. The CPS must
describein detail howthe respective valid requirements, in particular those of the Baseline Requirements and the
MozillaRoot Program, are implemented.

2.1 Repositories

Each included CAmust provide atleast access to the revocation datathroughthe directory service.

The included CAs can also make the subscriber certificates available in the directory service. If personal data is
published thatis subjectto data protection, consent of the data subjects m ust have been obtained.

2.2 Publication of certification information

Theincluded CAs must provide the followinginformation to PKl participants:
Status information

In addition to the root and cross certificates, the PKI participants (see 1.3) mustbe provided with ARL, CRL, and
OCSPinformation onlineona24/7 basis.

CP/CPS

Furthermore, the associated certificate policy/ certification practice statem ent m ust be made easily accessible to
all PKl participants with 24/ 7 availability.

Test websites

For web server certificates, the sub-CAs must provide test websites with participant certificates that are
concatenated up to apublic root. Websites with avalid, an expired, and a revoked certificate must be provided.

2.3 Time or frequency of publication

Root CAand sub-CA certificates m ust be made publicly available after production. Revocation information for root
CA and sub-CA certificates must be updated in the event of a revocation. The ARL for the root CA and sub-CA
certificates must be updated at least every six months. If cross-certificates are used, the ARL must be updated
every 31 days.

CP/CPS documents must be reviewed at least once a year. The documentmustbe updated if relevantchanges
are madeto the explanations, measures, or procedures described in the CPS.

24 Access controls on repositories

The repositories under 2.2 must be publicly available without access restrictions. The repositories must be
protected against unauthorized modification.

Access from the public area may only take place in the form of read-only access.
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3 Identification and authentication

3.1 Naming

No stipulations.

3.1.1 Typesof names

No stipulations.

3.1.2 Need for names to be meaningful

No stipulations.

3.13 Anonymity or pseudonymity of subscribers

No anonymized orpseudonymized certificate data may be used.

3.1.4 Rules for interpreting various name forms

No stipulations.

3.1.5 Uniqueness of names

The CNin Root-CA certificates must be unique.

3.10 Recognition, authentication, and role of trademarks

ltisthe sole responsibility of the subscriberthatthe choice of name does notinfringe any trademarks, brand rights,
etc. The certification authorityisnot obliged to verify such rights.

Onlythe subscriberisresponsible for such checks. If a certification authority is notified of a violation of such rights,
the certificate will be revoked.

3.2 Initial identity validation

The requested validation level must be ensured at every point ofthe trust chain. The validation level may become
stronger in the trust hierarchy, but must not become weaker at any level.

3.2.1 Method to prove possession of private key

In the event of a new order, the subscriber must prove to the certification authority in a suitable manner that he
owns the private key that is mapped to the public key to be certified. Proof of ownership is provided by the
PKCS# 10 method. Thisrequirementdoes notapply where the key is generated atthe certification authority.
3.2.2 Authentication of organization identity

Certificate signing requests for certificates that contain only information in the "countryName" field are not
permitted. All order information must be verified by the following checks.
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3.2.2.1 ldentity

If the subject identity information is to include the name or address of an organization, the CA MUST verify and
check the identity and address of the organization. For this purpose, checks must be carried out to establish
whetherthe addressis the existing or valid address of the customer. The CAMUST verify the identity and address
ofthe customer usingthe documentation provided by or procuredthrough communicationwith atleastone ofthe
following bodies:

1. Apublic authorityin the territory of the lawful establishment, existence, or recognition ofthe customer

2. Athird-party database thatis regularly updated and considered areliable data source

3. Asite visitby the CA ora third party acting asagentforthe CA

4. Aletter of confirmation

The CA MAY use the same documentation or communication describedin 1 to 4 above to verify the identity and
address of the customer.

Alternatively, the CA MAY verify the customer's address (but not the customers identity) by using a utility bill, bank
statement, credit card statement, tax documentissued bythe state, or any other form ofidentification thatthe CA
determinesto be reliable.

3.2.2.2 DBA/trade name

Ifthe subjectidentityinformationisto include acompany name or trade name, the CAMUST verify the customer's
rightto usethe name/trade name by at least one of the following methods:

1. Documentation submitted by a public authority in the territory of the lawful establishment, existence, or
recognition ofthe customer or documented by communication with such an authority
A reliable data source
Communicationwith agovernment agency responsible for managing such companies or trade names
A letter of confirmationaccompanied by supporting documents
A utility bill, bank statement, credit card statement, taxdocumentissued by the state, or any other form of
identification thatthe CAdeterminesto bereliable

ISAE S A

3.2.2.3  \Verification of country

If the "subject:countryName" field exists, the CA MUST verify the subject's country using one of the following
methods:
a) Theallocation of the IP address range by the country to (i) the IP address of the website, as specified by
the DNS entry forthe website, or (ii) the IP address of the customer
b) TheccTLD ofthe requested domainname
c) Information provided bythe domainname registrar
d) Amethodidentifiedin Section 3.2.2.1

The CA SHOULD implementa procedure to check proxy serversto preventrecourseto IP addresses assigned in
countriesotherthan the countryin whichthe customer actually resides.

3.2.2.4 Validation of domain authorization or control

For each fully qualified domainname (FQDN) listed in a certificate, the CA or adelegated third party MUST confim
thatthe customer (orthe customer's parent company, subsidiary, or affiliate, collectively referred to in this section
as "customer") is either the domain name registrant or has controlover the FQDN on the date that the certificate is
issued by performingatleast one ofthe following checks:
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3.2.2.41 Validating the applicant as a domain contact

The CA must directly request the domain name registrar to confirm that the customer is the domain name
registrant.

Thismethod may only be applied until July 31, 2018.

3.2.2.4.2 Email, fax, SMS, or postal mail to domain contact

The CA sendsarandom value to the domain contact by e-mail, fax, SMS (text message), orletter, which MUST be
confirmedbythe domain contact by e-mail, fax, SMS (text message), orletter. The contact data must be requested
bythe domainnameregistrar.

Each random value may only be used once and may not be older than 30 days.
3.224.3 Phone contact with domain contact

The CAMUST use the phone number of the domain name registrant submitted to the domain name registrar for
telephone contact. During the phone call, the CA must have the domain name registrant confirm the certificate
application for each FQDN.

3.2.24.4 Constructed email to domain contact

By communicating with the domain administrator using an e-mail address, the CAMUST confirm that the customer
has control over the domain. The e-mail address must be preceded by "admin," "administrator," "webmaster,"

nn

"hostmaster," or "postmaster," followed by the "at" sign ("@"), then the domain name. The email message MUST
contain arandom value that MUST beincludedin the administrator's reply mail.

Each random value may only be used once and may not be older than 30 days.

3.2.24.5 Domain authorization document

The CAMUST requestadomain proxy from the customerand confirm that it originates from the domain contact.
The CA MUST verifythata new domain proxy has been issued on or after the date of the certification application.

The CA MUST verify that, in the case of an existing domain proxy, the WHOIS entry has not been m odified since
the domain proxy was issued.

Thismethod may only be applied until July 31, 2018.
3.2.2.4.6 Agreed-upon change to website

For each FQDN listed in the certificate, the customer MUST demonstrate practical control by making an agreed
change on awebsite.

3.2.2.4.7 DNS Change

The CA must confirm the applicant's control over the FQDN. The controlis verified by the presence of a unique
random value issued by the CA during the order or a unique request tokenin the DNS CNAME, TXT, or CAA record.

3.2.24.8 IP Address

The CAmust confirm the applicant's controlover the FQDN. This can be verified by the applicant by controlling an
IP addressreturned by a DNS search for Aor AAAA recordsforthe FQDN in accordance with Section 3.2.2.5.

3.2.24.9 Test certificate

Not applicable.

3.2.2.4.10 TLS using arandom number
Notapplicable.
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3.2.2.5 Authentication for an IP Address

Foreach IP address listed in a certificate, the CA MUST confirm thatthe applicant has control overthe IP address
on the date the certificate is issued ,by doing one ofthe following:
1. Having the applicant demonstrate practical control over the IP address by making an agreed-upon change
on awebsite
2. Checkingthe IP addressviathe Internet Assigned Numbers Authority (IANA) or a Regional Internet Registry
(RIPE, APNIC, ARIN, AfriNIC, or LACNIC)
3. Performing a reverse search for the IP address and verifying control over the resulting domain name as
outlinedin Section 3.2.2.4

3.2.2.6 Wildcard domainvalidation

Thewildcard character (*, asterisk) is only accepted in the left label of the CN or "subjectAltName." More than one
wildcard character (e.g. *.*.example.com) per CN or "subjectAltName" is not accepted.

If a wildcard character appears in a label immediately to the left of a "registry-controlled" or "public suffix', the
issuance MUST be rejected (e.g., "*.co.uk" or"*.de"), unless the customer can prove that he has legal control over
the entire domain namespace.

The use of wildcard charactersis not permitted for EV certificates.

3.2.2.7 Data source accuracy

Before using adatasource as a permitted data source, the source MUST be assessed for its reliability, accuracy,
and protection againsttamperingor forgery. The following must be taken into account;
1. Theage ofthe information provided
Thefrequency of updatesto the information source
The data provider and the purpose of data collection
The availability of data
The integrity of the data

oA LN

Databases maintained bythe CA, its owner, or its affiliates are not considered a reliable data source ifthe primary
purpose ofthe database isto collectinformation to meetthe validation requirements under this Section 3.2.

3.2.2.8 CAArecords

When issuing certificates, the certification authority must check the CAA records for each dNS name in the
subjectAltName field as described in RFC 6844 (Errata 5065).

The CAA records check can be omitted for certificates

e forwhich aCT pre-certificate has already been issued, which is stored in atleast two CT log servers
e issued bya technicallylimited sub-CA in accordance with Section 7.1.5

e requested byan affiliate ofthe issuing CA

3.2.3 Authentication of individual identity

When certificates are issued to natural persons, appropriate procedures must be used to verify their identity, e.g.:
e GermanlIDcard
e Passportwith official certificate of residence

3.2.3.1 Low validation level

No stipulations.
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3.2.3.2 Medium validation level

The following validation procedures must be carried outto identify a natural personwho requests services with a
medium validationlevel:
J Ascertaining thatthe natural person exists based on identification features that can be verified

In order to verify such identification features, the CAor RAMAY access an identity verification service recognized
by T-Systems, an identity verification database, or the passportdocumentsissued by a public body or authority.

3.2.3.3 Highvalidation level

The following validation procedures must be carried outto identify a natural person who requests services with a
high validationlevel:

. Therequirements for the m edium validation level mustbe met
U Personal appointmentata CA or RA with an officially issued passport document with photo
3.2.4 Non-verified subscriberinformation

No stipulations.

3.2.5 Validation of authority

The authorization of a natural person as being entitled to act on behalf of an organization or a natural person must
take place in accordance with an adequate procedure.

3.2.0 Criteria for interoperation

All cross-certificates that were issued by a CA must be published.
3.3 Identification and authentication for re-key requests

3.3.1 Identification and authentication for routine re-key

To renew a certificate from a subordinate certification authority (sub-CA), the "Initial identity validation" (see
Section 3.2) mustbe carried out.

3.3.2 Identification and authentication for re-key after revocation

It isnotpossibleto renewthe key of a revoked certificate.

3.4 ldentification and authentication for revocation request

The revocation of a certificate can only be requested by persons and institutions authorized to revoke certificates.

The revocation must be authenticated in a suitable way. We recommend using a revocation password that is
defined as part of the certificate application or delivery and is securely transmitted to the subscriber.

Thetelephone numbers, faxnumbers, websites, or addressesto be used for the revocation must be published.
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4 Certificatelife-cycle operational requirements

This section deals with operational requirementsin the life cycle of certificates.

4.1 Certificate application

The subsections define requirements for the certificate application process. The certificate application process
usuallytakes place in the registration authority.

411 Who can submita certificate application

The root CAs or the CAs to be included must describe their request process including key generation, request
processing in the RA, and forwardingto the CAin the CPS. Furthermore, the customer must be obliged to provide
up-to-date and correctinformationin the application process.

Asub-CAmust operate an internal database that contains all previous revoked cettificates or certificate application
operationsthat have been rejected for security reasons. This database is to be used in the application processto
preventmisuse.

412 Enrollment process and responsibilities

Before a certificate can be generated, the following activitiesmustbe completed in the registration process as a
minimum:

e Conclusionofthe contractor CA-internal agreement

e Submissionofthe certificate application using the mechanisms prescribed by th e certification authority (eg,,
signed online order in the PKCS# 1 0format) and its syntactic/ semantic audit

e Possibly presentation of additional authorization and identification documents by the customer in accordance
with the validation level for organizations or natural persons

e FEvidenceofownership ofthe private keyin accordance with Section 3.2.1
e Fullypositive verification ofthe order data by the processor, usually the registration authority
e Archiving ofthe order data

e Authorization bythe management

The certificate application must receive confirmation that the data in the certificate applicationistrue. This
confirmationmust be issued bythe customer himself or by an authorized representative.

The root CAmust receive a certificate application and the consentto the contractual agreements or instructions
for use, or equivalent contractual documents, from the applicant before a certificate can be generated.

4.2 Certificate application processing

This section deals with the requirements for processing a certificate application.
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421 Performing identification and authentication functions

The applicant must provide all information required for certificate creation and/or requiredin this CP. If notall the
information is included, the root CA must request this information from the applicant or obtain and use the data
from atrusted and independent data source following confirmation by the applicant.

Onlydata created up to 825 days before the certificate isissued may be used for the validation of applications. No
previous applications are used for order processing.

42.2 Approvalorrejection of certificate applications

A certificate application must be rejected if not all the requirements ofthe previous sections have been met. The
applicantmustbeinformed of the reasons for rejection.

423 Timeto process certificate applications

The CPS should make a statement about the expected processing time if no processing time is specified in the
contract.

4.3 Certificate issuance
If thisissuccessful, the certificate will be generated.

431 CA actions during certificate issuance

All activities during the issuance of root and sub-CA certificates must be subject to pre-defined procedures (key
ceremony) andlogged. For root CA certificates, witnesses (e.g., external auditor) must observe the ceremony.

432 Notification to subscriber by the CA of issuance of certificate
The CA mustinform the applicant after the certificate has been issued.
44 Certificate acceptance

The applicant accepts the generated certificate. In the case of certificates of a root CA or sub-CA an explicit
declaration of acceptance should be made.

441 Conduct constituting certificate acceptance

The CA should request confirmation of acceptance from the applicant within a specified period. The type of
acceptance must be setoutin the CPS.

4472 Publication of the certificate by the CA

The certificates generated by the root CA must be published. This must be done via publicly accessible media,
e.g., website,

443 Notification of certificate issuance by the CA to other entities

No stipulations.
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45 Key pair and certificate usage

Certificates issued as part ofthis CP are issued for certification authorities only.

4.5.1 Subscriber private key and certificate usage

The CA must define regulations for the storage and use of the private key and the certificate by the subscriber.
Certificates may only be used in a certification authority. The subscriber must be informed in particular of any
consequences of misconduct(e.g., immediate revocation).

452 Relying party public key and certificate usage

The CA must create regulations and notes on the use of certificates and public keys for potential users (e.g.,
software manufacturers) and make them publicly accessible.

4.6 Certificate renewal
Certificates certified by the root CAshould not be renewed.

461 Circumstance for certificate renewal

Theregulationsand deadlines for the initial application must be observed; this appliesin particularto the topicality
of the available validations. Furthemore, the regulations of the version of this CP valid at the time of processing
mustbe taken into account.

Certificates must not be renewed for compromised keys.

46.2 Who may requestrenewal

It must be ensured thatthe certificate renewal can only be requested by an authorized person.

46.3 Processing certificate renewalrequests

The certificate renewal MUST take place within a specific period; this must be specified in the CPS.

464 Notification of new certificate issuanceto subscriber

No stipulations

46.5 Conduct constituting acceptance of a renewal certificate

Theregulationsin Section 4.4 apply.

46.6 Publication of the renewal certificate by the CA

Theregulationsin Section4.4.2 apply.

46.7 Notification of certificate issuance by the CA to other entities

Theregulationsin Section4.4.3 apply.
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4.7 Certificate re-key

With a re-key, a new key pair is used for an existing certificate. All requirements must be met and the respective
regulationsdescribed inthe CPS.

4,71 Circumstance for certificate re-key

Theregulationsand deadlines for the initial application must be observed, this appliesin particularto the topicality
of the available validations. Furthemmore, the regulations of the version of this CP valid at the time of processing
must be taken into account.

4.7.2 Who may request certification of a new public key

It must be ensured thatthe re-key can only be requested by an authorized person.

4.7.3 Processing certificate re-keying requests

No stipulations.

474 Notification of new certificate issuanceto subscriber

No stipulations.

475 Conduct constituting acceptance of a re-keyed certificate

Section 4.4 applies.

4.7.6 Publication of the re-keyed certificate by the CA

Theregulationsin Section4.4.2 apply.

4.7.7 Notification of certificate issuance by the CA to other entities

Theregulationsin Section4.4.3 apply.

4.8 Certificate modification

If certificate data changes duringthe certificate validation period, checks must be carried outto establish whether
the certificate still meetsthe requirements or whether the applicant still holds all authorizations and usage rights.
If not, the certificate must be revoked.

Inthis case, anew certificate application must be submitted with updated data.

When adjusting data, the same rules apply asto certificate renewal.

481 Circumstance for certificate modification

No modification willbe performed.

4.8.2 Who may request certificate modification

No modification will be performed.

4.8.3 Processing certificate modification requests

No modification will be performed.
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484 Notification of new certificate issuanceto subscriber

No modification willbe performed.

485 Conduct constituting acceptance of modified certificate

No modification will be performed.

48.6 Publication of the modified certificate by the CA

No modification willbe performed.

48.7 Notification of certificate issuance by the CA to other entities

No modification willbe performed.

49 Certificate revocationand suspension

The rules for revoking certificates must be described in the CPS. Root CA and sub-CA certificates may not be
suspended.

491 Circumstances for revocation

Thelssuing CA SHALL revoke a Subordinate CA Certificate within seven (7) days ifone or more ofthe following
occurs:

e TheSubordinate CArequests revocation inwriting;

e The Subordinate CA notifies the Issuing CA that the original certificate request was not authorized and
doesnotretroactively grantauthorization;

e Thelssuing CAobtainsevidencethatthe Subordinate CA’s Private Key corresponding to the Public Key
in the Certificate suffered a Key Com promise or no longer complies with the requirements of Sections
6.1.5and 6.1.6,

e Thelssuing CAobtainsevidence thatthe Certificate was misused;

o Thelssuing CAismade aware that the Certificate was notissued in accordance with or that Subordinate
CA has not complied with this document or the applicable Certificate Policy or Certification Practice
Statement;

e The Issuing CA determines that any of the information appearing in the Certificate is inaccurate or
misleading;

e Thelssuing CAorSubordinate CAceases operationsfor any reason and has not made arrangements for
another CAto provide revocation support for the Certificate

e Thelssuing CA’s or Subordinate CA'srightto issue Certificates under these Requirements expires or is
revoked or terminated, unless the Issuing CA has made arrangements to continue maintaining the
CRL/OCSP Repository;

e Revocationisrequired bythe Issuing CA’s Certificate Policy and/or Certification Practice Statement; or

e Thetechnical contentor format ofthe Certificate presents an unacceptable risk to Application Software
Suppliers or Relying Parties (e.g. the CA/Browser Forum might determine that a deprecated
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cryptographic/signature algorithm or key size presents an unacceptable risk and that such Certificates
should be revoked and replaced by CAs within a given period oftime).

Theissuing CASHOULD revoke a certificate after evaluation oratime limitif one or more ofthe following occurs:

e Therearelegal regulationsor adjudications or instructions of a supervisory authority.

492 Who can requestrevocation

Thefollowing persons and institutions MUST be able to initiate a revocation:
e Thesubscriber oranotherauthorized person
o Thecertification authority for the reasons setoutin the previous section

If a third party reports a defect or deviation from the above standards, the root CAmust initiate a revocation after
checking the facts ofthe case.

493 Procedure for revocation request

Theroot CAs must arrange for revocation for the personsnamed in 4.9.2 viacommon communication channels.
The revocation process must be described in detail in the CPS. Furthermore, CAs m ust provide understandable
instructions on how to do this to individuals who identify certificate misuse, key compromise, fraud, or similar
issues and mustdescribethe processin section 1.5.2.

To beableto issue a revocation request, the root CAs must be providedwith atleast one communication channel
thatis available on a24/7 basis.

494 Revocationrequest grace period

The subscriber orauthorized third parties must initiate the revocation without delay if the corresponding reasons
apply. If a specific deadline must be adhered to, this must be specified in the CPS and in the revocation process.

495 Time within which CA must process the revocationrequest

Within 24 hours after receiving a Certificate Problem Report, the CA SHALL investigate the facts and
circumstances related to a Certificate Problem Report and provide a preliminary reporton itsfindings to both the
Subscriber and the entity who filed the Certificate Problem Report.

After reviewing the facts and circum stances, the CA SHALL work with the Subscriber and any entity reportingthe
Certificate Problem Report or other revocation-related notice to establish whether or not the certificate will be
revoked, and if so, a date whichthe CAwill revoke the certificate. The period from receipt of the Certificate Problem
Reportor revocation-related notice to published revocation MUST NOT exceed the tim e frame set forth in Section
4.9.1.1. The date selected by the CASHOULD consider the following criteria:

1. The nature ofthe alleged problem (scope, context, severity, magnitude, risk of harm);

2. The consequences of revocation (directand collateralimpactsto Subscribers and Relying Parties);

3. Thenumber of Certificate Problem Reports received about a particular Certificate or Subscriber;

4, The entitymakingthe complaint (for example,a complaint from a law enforcement official that a Web site

isengaged in illegal activities should carry more weightthan a complaint from a consumerallegingthat she didn't
receive the goodsshe ordered);and

5. Relevantlegislation.
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496 Revocation checking requirementfor relying parties

Revocation information must be provided in a standardized form, such as AR or OCSP, so that checks can be
performed with standard-compliant applications.

The mechanisms used must be described in the CPS.

49.7 CRL issuance frequency (ifapplicable)

The revocation information of the root CA MUST be updated after a revocation or at least every 6 months and
made publicly available. Cross-certificates m ust be updated every 31 days.

498 Maximum delay for CRLs (if applicable)

The ARL revocation listmust be published before the "next update" entry.

499 On-line revocation/status checking availability

Revocation information must be provided online for the certificate users based on a procedure that complies with
the standard. All CA certificates revoked by this certification authority must be included.

Both the revocationslistsand OSCP must be provided ona 24/ 7 basis.

OCSP responses may be valid for amaxim um offive (5) days.

49.10 On-line revocation checking requirements

Theroot CAmust supportthe OCSP request with the GET method. The root CAmust update the OCSP database
at least every twelve (12) months or withintwenty-four(24) hours of a revocation.

The OCSP responder may not return a "good" status for a certificate that was not issued by the CA. The OCSP
responder shouldbe monitoredfor such requests.

4911 Other forms of revocation advertisements available

No stipulations.

4912 Specialrequirements re key compromise

If a private key is com promised, the corresponding certificate MUST be revoked within 24 hours after this becomes
known and the keymayno longerbe used.

4913 Circumstances for suspension

A CA certificate may NOT be suspended.

49.14 Who can request suspension

Notapplicable.

49.15 Procedure for suspension request

Notapplicable.
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49.16 Limits on suspension period

Not applicable.

410 Certificate status services

An OCSP service MAY be provided for CA certificates. An ARL revocation list must be provided.

4.10.1 Operational characteristics

Entriesin the ARL may only be removedonce the certificate has exceeded its expiry date.

410.2 Service availability

The status information service must be provided on a 24/7 basis. Sufficient capacities must be provided so that
theresponsetime doesnotexceed 10 seconds under normal operating conditions.

4103 Optional features

No further requirements.

411 End of subscription

In the event of termination ofthe contract or termination of the internal agreement by the customer, the certificate
must be revoked.

412 Key escrow and recovery

Key escrow and recovery may only be carried out with the express permission ofthe subscriber.

4121 Key escrow and recovery policy and practices

No stipulations.

412.2 Session key encapsulation and recovery policy and practices

No stipulations.
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5  Facility, management, and operational controls

The included CAs must each develop, implement, and maintain a com prehensive security plan that meets the
following requirements:

e Protection of the confidentiality, integrity, and availability of certificate data and the certificate
management process

e Protection against potential threats and risks to the confidentiality, integrity, and availability of certificate
data and the certificate management process.

e  Protection against unauthorized or unjustified access, use, publication, replacement, or destruction of
certificate data or the certificate management process

e Protection against accidental loss or destruction of, or damage to certificate data or the certificate
management process.

e Maintaining compliance with statutory security requirements (e.g., Trust Services Act
( Vertrauensdienstegeset?))

The security plan must contain administrative, organizational, technical, and infrastructural measures that are
appropriate for the sensitivity of the certificate data and the certificate management process. The security plan
musttake into accountthe current state oftechnology, the costs of certain measures, and an appropriate level of
security forthe damagethat could occur, and the protection needs of the datathatisto be protected.

The security plan mustinclude an annual risk analysis thatidentifies the foreseeable internal and external threats
that could lead to unauthorized access, publication, misuse, replacement, ordestruction of certificate data or the
certificate management process. The risk analysis m ust examine the probabilities and potential damage ofthese
threats. Furthermore, the sensitivity of the certificate data and the certificate management process must be
considered.

The security plan should consider tools and products that support the achievement of an appropriate level of
security.

The certificate management process must considerthe security plan and contain the following subjects:
e Physical security and environmental measures

e System integrity measures, configuration management, maintaining the integrity of trusted code,
malware detection, and preventive measures

o Network security and firewall managementthatincludes portrestrictionsand IP addressfiltering.
e User management, own assignment of trusted roles, training, raising awareness, and further training

e |ogical accesscontrol, activity logging, and inactivity tim e-outs to enable personal accountability.

5.1 Physical controls

Theincluded CAs must describe the infrastructural m easures that are im plementated by the CA.

511 Site location and construction

The included CAs must describe the locations and the technical and structural measures, in particular for high-
security zones ofthe CA operation.
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512 Physical access

The physical access control ofthe CAis to be described. The following requirements SHOULD be considered:
e Onlyphysical accessauthorizationsthat are operationally necessary should be granted
e Thisauthorizationshould be limited in time and checked on aregular basis

e Physical access for guests should only be granted in exceptional cases and after the need for such
access hasbeen checked.

e Authorization maynotbe granted by one employee alone.

e Theallocation of authorizations and any physical access mustbe logged.

513 Powerand air conditioning

The power supply and air conditioning measures, which ensure a state-of-the-art provisionin accordance with the
required availability, must be described.

514 Water exposures

The measures taken to protect against water damage must be described. If the property is situated close to any
body of water orin low-lyingareas, the flood risk MUST be assessed, and measures taken if necessary.

515 Fire prevention and protection

It MUST be described howthe CA systems are protected againstfire hazards, i.e., what fire protection measures
are implemented to maintain high availability.

Earlyfire detection systems (suction systems) must be installed in all system and system operator rooms, ar chives,
UPS rooms, and other selected rooms. The supply and exhaust air of the air conditioning units in the individual
roomsismonitored. Fire alarms must be installed in the other rooms.

5106 Media storage

Data carriers with critical operating data must be stored securely and protected from environmental influences.
The measures must be described.

5.1.7 Waste disposal

Documents and data carriersm ust be disposed of in such a way that the relevant confidentiality level ofthe data
is guaranteed atall times. Die Entsorgung muss liickenlos protokolliert werden.

518 Off-site backup

Backup copies of critical data must be made and storedin a differentlocation than the original data or in a different
fire protection zone.
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5.2 Procedural controls

5.2.1 Trustedroles

Allrolesthat can perform critical functions withinthe CAand restrict the trustworthiness of the CA are called trusted
roles. These are primarily the following groups of system admiinistrators, RA-employees, CAoperators or internal
auditors.

These roles must be mapped in the CPS. These roles may only be filled by suitable and trusted persons. The
appointment may only be made with the approval of the senior management and must be reviewed regularly at
least every three (3) years.

52.2 Number of persons required per task

Critical tasks, in particular working with the private key of the CA, must be performed by personsin atrusted role
and in accordance with the dual control principle.

52.3 |dentification and authentication for each role

Employeeswho assume trusted roles must be identified and security-clearedin accordance with 5.3.2.

Each role owner of a trusted role must authenticate himself before his activity. It must be ensured that the role
owner can beidentified reliably.

524 Roles requiring separation of duties

Aseparation oftasks MUST be guaranteed for the following role groups: RA officer, CA operator, CA administrator,
and internal auditor. Aperson may only take over tasks within these areas.

53 Personnel controls

5.3.1 Qualifications, experience,and clearance requirements

All personsin the certificate administration must be trustworthy and have the necessary expertise and experience.
These criteriamust be checked. This check must have been completed with a positive result before activities are
performed in atrusted role. Ifthe check is notcompleted, an activity may take place while monitoring by another
employeein atrusted role in exceptional cases.

53.2 Background check procedures

Personswho areto assume atrusted role musthold a certificate of good conductin accordance with § 30 ofthe
German Federal Central Criminal Register Act ( Bunadeszentralregistergesetz - BZRG) or similar. If entries prevent
the assum ption of the role, the assum ption ofthe role must be refused. The CAmay carry outfurther checks. The
certificate of good conduct or similar should be re-verified every three years.

533 Training requirements

Personnel mustbetrained before taking on such activities. Thistraining must at least cover the following topics.
basic knowledge of public key infrastructures, PKI requirements, e.g., CAB forum, certificate policy, and/or
certification practice statement. Additional topics are common options for tam pering with documents and the
verification process and threats from phishingand socialengineering.
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534 Retraining frequency and requirements

Personnel must be retrained regularly; individuals with trusted roles, in particular, must be kept up to date as
regardsthe relevantlevel of knowledge that is currently defined for them. Inthe event of changes, follow-up training
should be carried outwithin 3 months.

535 Job rotation frequency and sequence

It mustbe ensured thatdueto ajob change no role exclusion canbe bypassed (see Section 5.2.4). Thishasto be
considered in the security plan.

5.3.6 Sanctions for unauthorized actions

Unauthorized actions must be logged and sanctioned and, depending on the severity of the action, the person
must be excluded from the CAoperation.

53.7 Independent contractor requirements

The same requirements as those described for employees must apply to and be implemented for external
personnel. This also applies to the regulations for the storage period of documents andthe requirements for event

logging.

538 Documentation supplied to personnel

Therole owners must be provided with sufficient documentation to carry outtheiractivities.

54 Auditlogging procedures

541 Typesof eventsrecorded

All log entries must contain at least the date and time of the entry, a reference to the person or system that
generated the entry, and adescription ofthe event.

CA key pairs and CA systems
At least the following events must be logged for life-cycle managementfor CAkey pairs or CAsystems:

a) Generation, deletion, storage, backup, recovery, and archiving of the key pair or parts ofthe key pair
b) Eventsinthelife-cycle managementofcryptographic devices (e.g., HSM) andthe CA software used

EE and CA certificates
At least the following events must be logged for life-cycle managementfor EE and CA certificates:

Initial requestand revocation of certificates

Request for renewal with and without a change of key (renewal and re-key)

All activities relating to the verification of information

The event, as well as the date/time and phone numberof phone callsrelating to the verificationand the
name ofthe contact person

Acceptance or rejection of certificate applications

Issue of a certificate

e Generation of revocationlistsand OCSP entries

Other security-related events
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In addition, all security-relevant events for operation of the infrastructure must be logged. Thisincludes at least the
following events:

Successful and unsuccessful attem ptsto access the PKl systems

Actions performed onand by PKl systems and other system sthat are relevant for security
Changesto the security profile

System crashes, hardware failures, and other anomalies

Firewall and router activities

Entering and exiting of Trust Center facilities

This documentation duty MUST also be observed for the processing of certificate applications by third parties for
the third party.

All log data mustbe made available to the authorized internal and external auditors onrequestin order to be able
to check com pliance with the requirements mentioned.

542 Frequency of processing log

The log data must be analyzed and archived regularly, at least every six months.

543 Retention period for audit log

The log datamustbe kept for at least seven years. The log datamustbe made availableto an internal or external
auditoron request.

544 Protection of audit log

Auditlog data must be stored, and their integrity hasto be protected. The CAhas to secure that auditlog datais
notbeing deleted.

545 Audit log backup procedures

A backup ofauditlogs and logging data MUST be prepareddaily and stored ona different site.

546 Audit collection system (internal vs. external)

If automatic auditloggingis used, the CAMUST ensure integrity at all times. In the event of system malfunctions,
operation should be suspendeduntilthe issue has been resolved.

54.7 Notification to event-causing subject

If aperson triggers an audit event, the person MAY be informed aboutthe triggering, depending on the type.

5438 Vulnerability assessments

The CA MUST regularly and at least quarterly check its system s for current vulnerabilities.

The security plan MUST include an annual risk analysis that identifies the foreseeable internal and externalthreats
that could lead to unauthorized access, publication, misuse, replacement, ordestruction of certificate data or the
certificate management process. The risk analysis m ust examine the probabilities and potenti al damage of these
threats. Furthermore, the sensitivity of the certificate data and the certificate management process must be
considered.

T-System s PKI - Certificate Policy (CP) | Date: 12.10.2018 | Version: 9.0 42



The risk analysis must verify that policies, procedures, information processing systems, technology, and other
compilations used bythe CAare sufficientto effectively address the threats.

55 Recordsarchival

55.1 Typesof recordsarchived

The CA mustarchive the following data asaminimum:
e CPS,CP, GT&C, and contractualdocuments
o Certification documents and audit reports
e System configurations
e Application documentsincluding validations.
e [ssued certificates
e Revocation requests
e  Securityplan
e  Securityincidents

e Auditandeventlog data

552 Retention period for archive

All records mentioned in 5.5.1 must be available for seven (7) years. The retention period must adhere to
stipulationsmade by law or legal regulations.

553 Protection of archive

The CA MUST ensurethat only authorized and trusted persons are given access to archives.

554 Archive backup procedures

Archive data must be protected against unauthorized read access, changes, deletions, or other forms of
manipulation. The durability of the media and the data formats used MUST be ensured.

9.5.5 Requirements fortime-stamping of records

All events that are recorded (mentioned in5.5.1) must contain date and time.

5506 Archive collection system (internal or external)

T-Systems only usesinternal archiving systems or third-party archiving services which are certified for this task.

5.9.7 Proceduresto obtain and verify archive information

Onlyauthorized and trusted personnel receive accessto archivesand archive data. The integrity of archive data
must be protected and will be checked during access. Thiswill be recordedin alog.

506 Key changeover
The CAs mustexplain howthe CAkeyis changed and the new key reachesthe user.
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5.7 Compromise and disaster recovery

The included CAs must have comprehensive regulations for the continuation of business in the event of a
breakdown or failure ofthe service. The plan must be reviewed and tested annually.

5.7.1 Incident and compromise handling procedures

Thebusiness continuity plan must cover the following aspects:

1. The conditions forinitiating the m easures described
2. The emergency processes

3. The fallback processes

4, Recovery plans

5. Review informationfor planning

6. Sensitization and knowledge requirements

7. Personal responsibilities of the parties involved

8. Specificationsforrecovertimes

9. Regulartesting of possible scenarios

10.  Ascheduleforrestoring or resuming business after afault or failure

11, Arequirementfor storingcritical cryptographic material (e.g., HSM) at a differentlocation
12.  Determinationofacceptable timesfor system failure and recovery.

13.  Determinationof backup cyclesfor essential businessinformation and software

14,  Theremoval of recoverylocationsand the CA's main location

15, Planning documents for safeguarding business premises during a disaster and for recovery at that site or
at another site

The CA musttest, review, and - if necessary - revise these processesannually.
The CA doesnotnecessarily need to disclose the business continuation measures; this information only needs to

be provided to the authorized auditors on request.

572 Computing resources, software, and/or data are corrupted

If the IT components, software, and/or data are damaged, the incident MUST be immediately investigated and
reported.

573 Entity private key compromise procedures

If itbecomes known that the private key of a CA is com promised, the incident MUST be immediately investigated
and assessed, and the necessary steps taken.

Subscriber MUST beinformed if compromise occured via public Websites.

If necessary, the affected certificate(s) must be immediately revoked and the corresponding certification authority
must generate and publish revocation lists (ARL, CRL).
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574 Business continuity capabilities after a disaster

The CA mustdevelop, implement, and testan emergency plan for data center operation in order to alleviate the
effects of disasters of all kinds (natural disasters or disasters of humanorigin) andrestore the availability of critical
business processes as quickly as possible. This MUST cover all CA processes, components, systems, and
services. Thisplan MUST be reviewed, tested, and updated accordingly on aregularbasis and at least once a year
so as to be ableto respond in atargeted and structured manner inthe event of a disaster.

The emergency plan MUST contain atleast the followinginformation:

The necessary criteriafor activating the plan

Possible emergency measures (dependingon the situation)

Fallback procedures

Restart procedure

Procedure for regular maintenance, updating, andfurther development

Awareness-raising measures

Training requirements for the affected personnel

Theresponsibilities of the individuals (role description and assignment)

Recoverytime objective (RTO)

Regular execution ofthe emergency plansfor test purposes

Aprocedure for maintenance or timely restoration of business activities following aninterruption or failure

of critical business processes

An obligation to back up or keep critical cryptographic devices and information at a different location

Specification ofthe maximum tolerable downtime (MTD) and corresponding restoration times

e Frequencyatwhich backupsare created of critical business information andthe software used including
its configuration

e Physical distance between the backup locations or facilities and the main office or the Trust Center data
center

e Procedure for securing the business premises and facilities as well as possible following a disaster

(emergency operation) untilsecured normal operation inline with the requirements is restored

Theinternal and external auditormust be able to inspectthe emergency plan onrequest.

58 CR or RAtermination

Theincluded CAs must describe appropriate measures upontermination of operation, i.e., discontinuation of the
service. This includes in particular the notification of the cessation of operations and the safekeeping of the
corresponding documents ofthe CAand the repository.
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6  Technical security controls

Certification authorities that are in the hierarchy of the included root CA certificates must implement regulations
likethe onesdescribed belowin an adequate manner anddescribe them in their CPS.

6.1 Key pair generationand installation

6.1.1 Key pair generation

Root CA key pairs should be generated in accordance with a generation script, and this process should be
accompanied by a qualified auditor.

CA keys must be generated in a hardware security module that complies with "FIPS 140-2 level 3" or "Common
CriteriaEAL 4." During key generation, the implementation ofthe role concept and thus the dual-control principle
are enforced. The generation of CAkeysisdocumented in accordance with [EN 319 411].

EVCP, OVCP, DVCP
When generating EE keys, the subscriber is obliged to generate them in a cryptographically secure manner in

accordance with the specificationsin [EN319411-1].

6.1.2 Private key delivery to subscriber

The generated keys are to be handed over securelyto the customer via CD, integrity-protected data container, or
signed and encrypted e-mail.

Private keys may only be archived by the subscriber.

If the CA becomes aware thatthe subscriber's private key has been transferred to an unauthorized personor non-
affiliated organization, the CArevokes all certificates that contain the public key that corresponds to the transferred
private key.

6.1.3 Private key deliveryto certificate issuer

The delivery of the public key to the certification authority must be described in the CPS of the respective
certification authority. The publickeyis usuallyto be delivered securelyin the form ofasigned certificate request

6.14 CA public key deliveryto relying parties

Delivery can be made as an attachmentto the certificate. It can be made available by publishing iton a web page
orinan LDAP directory.

The specific delivery/ provision of the public key to the issuing certification authority m ust be described inthe CPS
ofthe respective certification authority.
6.15 Keysizes

e Thekey size of theroot CA certificates must be at least 2048 bitswhen using an RSA key and 384 bits
when using an ECC key.

o Thekey size of sub-CAcertificates MUST be at least 2048 bitsfor RSAkeys and 256 bitsfor ECC keys.
e Thekey size for EE certificates must be at least 2048 bitsfor RSAkeysand 256 bitsfor ECC keys.
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6.1.6 Public key parameter generationand quality checking

The parameters ofthe public keys ofroot CA, sub-CA, and EE certificates and any quality controlsto be applied
are defined in the CPS documents of the certification authorities.

The provisions ofthe relevant section of [CAB-BR] must be complied with.

6.1.7 Key usage purposes (as per X.509 v3 key usagefield)

Private root CAkeys may only be used to sign sub-CA certificates, OCSP certificates, and revocation lists.

The private sub-CA keys may be used to sign sub CA certificates, OCSP certificates, EE certificates, and revocation
lists.

The EE keys may only be used forthe usage types specified in the certificate.

Onlythe key usages (keyUsage) from Section 7 are to be used.
6.2 Private key protection and cryptographic module engineering controls

6.2.1 Cryptographic module standards and controls

The private keys of the root CAs must be stored on a security-checked hardware security module (FIPS 140-
2/level 3 evaluated).

Technical or other controls relating to the cryptographic modulesin accordance with [CAB-BR] and [ETSI] must
be observed.

6.2.2 Private key (n out of m) multi-person control

The control of private rootkeys mustbe defined in detail in the CPS of the respective certification authority. The
execution of actions and access must be restricted in such a way that at least two persons with different
authorizationsare required.

6.2.3 Private key escrow

The storage of private keys with trustees outside T-Systemsis not permitted.

6.24 Private key backup

The backup of public keys and associated security controls must be described in the CPS of the respective
certification authority.

The private keys may only be backed up, stored, andrestored by persons with trusted roles. The backup may only
be performed on cryptographic keystore devices.

6.2.5 Private key archival

Oncetheroot CAkeys have expired, the requirements ofthe deletion plan must be implemented.

Sub-CAkeys may only be archived by the subscriber.
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6.2.6 Private key transferinto or from a cryptographic module

Private keys must be transferred in appropriate security tokens. Private keys must not be available inunencrypted
form atanytime. The dual-control principle (in accordance with Section 6.2.2) must be documented.

6.2.7 Private key storage on cryptographic module

Only hardware that fulfillsthe requirements in accordance with the NIST listand [ETSI] may be used.
The storage of private keys on cryptographic modules must be described, if applicable, in the CPS of the

respective certification authority.

6.2.8 Method of activating private key

6.2.8.1 Private root CA key activation on cryptographic modules

The activation of private keys on cryptographic modules must be described in the CPS of the respective
certification authority.

The root CA keys must be activated in a log by multiple persons (two persons with different roles). This requires
approved cryptogr. hardware (HSM), the dual-control principle, and the use of shared secrets.

6.2.8.2 Private sub-CA key activation on cryptographic modules

The activation of private keys on cryptographic modules must be described in the CPS of the respective
certification authority.

6.2.8.3 End entity keys

The keys mustbe protected in an economically reasonable way by at least one ofthe following measures:
e Password protection
e protection bysuitable hardware
e encryption

e suitablestorage

6.2.9 Method of deactivating private key

Private root CAkeys must be deactivated im m ediately after the end ofthe actions performed by m ultiple persons
(two personswith differentroles). The private root CA keys are deactivated by terminating the connection between
HSM and the application. The deactivation must be logged.

6.2.10 Method of destroying private key

The destruction of root CAkeys must be performed and documented by multiple persons (2 persons with different
roles). ltmustbe ensured that no fragments or backups of the key remain after destruction which could lead to a
reconstruction of the key.

6.2.11 Cryptographic module rating

Cryptographic modules must be rated based on the Common Criteria Level EAL 4 or FIPS 140-2 level 3.
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6.3 Other aspects of key pair management

6.3.1 Public key archival

The activation of root CAkeys must be performed and documented by multiple persons (2 persons with different
roles).

6.3.2 Certificate operational periods and key pair usage periods
Root CAkeys and root CAcertificates are valid fora maximum of 25 years.

Sub-CAkeys and sub-CA certificates are valid for a maximum of 25 years.

SSL/ TLS certificates are valid foramaximum of 825 days.

User certificates are valid foramaximum of 60 month.

Thevalidity of certificates must not be longer than the validity of the issuing CA certificate.

6.4 Activationdata

6.4.1 Activationdata generationand installation

The generation of activation data must be performed and documented by multiple persons (2 persons with
differentroles).

EVCP, OVCP, DVCP
If the key pair is generated by the subscriber, the activation secret must also be produced in this process and is
therefore available to the subscriber.

6.4.2 Activationdata protection

The activation data (secret shares) must be protected in a suitable manner against unauthorized access and
inspection:
Storage in appropriate safes, smart cards, or by splitting passwords among several authorized persons.

6.4.3 Other aspects of activation data

6.4.3.1 Transfer of activation data

Activation data may only betransferred through personal handover.

6.4.3.2 Destruction of activationdata

Activation data must be destroyed when it is no longer required. The destruction must be carried out by suitable
measures such as secure deletion, renderingitunidentifiable by shredding, or in specially marked containers for
secure disposal offiles.

6.5 Computer security controls

6.5.1 Specific computer security technical requirements

It must be ensured thatthe management of CA systemsis protected against unauthorized third-party access.

It is mandatory to use protection mechanisms (e.g., firewalls, access protection, two-factor authentication,
personalized chipcards, or dual control principle) to protect the CA functions, directory services, and OCSP
responder againstinternaland external intruders.
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6.5.2 Computersecurity rating

A com puter security assessment must be conducted for each computer security incident, but atleast once a year.

0.0 Life cycletechnical controls

6.6.1 System development controls

All aspects of secure system development must be considered (such as secure development environment or
configuration management)

6.6.2 Security management controls

The security management controls must be described in the CPS.

6.6.3 Life cycle security controls

The equipment used must be operated in accordance with the manufacturer's instructions. Before the start of
operation, it must be thoroughly checkedand may only be used ifthere isno doubtthatithas not been tam pered
with.

The hardware (for root CAs) must be sealed and the software checked so that any tampering and attem pted
tampering can be detected.

6.7 Network security controls

All necessary network security measures m ust be taken.

The following network security measures must be im plemented:

The networks of the subordinate certification services must be cut off from the Internet by state-of-the-art firewalls,
Data traffic must be limited to what is necessary for the functions.

Security-critical components and systems that are accessible from the Internet (e.g., directory service, OCSP
responder) must be separated from the Internet and the internal networks by firewalls. All other security-critical
componentsand systems (e.g., CA, DB, Signer)must be operated in a separate network.

6.8 Time-stamping

Date and time information in certificates, revocation lists, online status checks, and other important information
must be derived from areliable time source (see Section 5.5.5).
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[ Certificate, CRL, and OCSP profiles

71 Certificate profile

The certificates are structured in accordance with the X.509 standard. The name attributes for both subscribers
andissuersare documented inthe X.501 standard.

The serial number must be generated using a cryptographically secure random number generator. It must be
greater than zero and have at least 64 bit entropy. It must be unique for each issuer.

The certificate profiles must be defined in detail in the CPS of the respective certification authority.

711 Version number(s)

Certificates must be issued in accordance with version 3 ofthe international X.509 standard (X.509v3).

71.2 Certificate extensions

T-Systems PKI uses certificate extensions to meet X509v3 requirements. Depending on the type of certificate,
mandatory and optional extensions are defined.

For each extension, specifications are given with regard to the parameters to be used and requirements for the
criticality ofthe parameters.

7.1.2.1 Certificate extensions for root CA certificates

Root CAcertificates must not containa"certificatePolicies" extension.

Root CAcertificates must contain the following extensions ("mandatory field"):

Extension OID Parameters Criticality of  the
(mandatory fields) extension
KeyUsage 2.5.29.15 keyCertSign, critical
cRLSign,
digitalSignature (optional)
BasicConstraints 2.5.29.19 CA=TRUE, critical
(no pathLenConstraint)
SubjectKeyldentifier 2.5.29.14 160-bit SHA-1 hash non-critical

ofthe subject public key

T able 4- Cettificate extensions for root-CA certificates (1)

Root CAcertificates may contain the following optional extensions:

Extension (optional) OID Parameters Criticalty of  the
extension
AuthorityKeyldentifier 2.5.29.35 160-bit SHA-1 hash non-critical
ofthe
issuer key

T able 5- Cettificate extensions for root-CA certificates (2)

7122 Certificate extensions for sub-CA certificates

Sub-CA certificates m ust contain the following extensions ("mandatory field"):

Extension OoID Parameters Criticality
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KeyUsage 2.5.29.15 keyCertSign, critical
cRLSign,
digitalSignature (optional)

BasicConstraints 2.5.29.19 CA=TRUE, critical
pathLenConstraint

certificatePolicies 2.5.29.32 OIDsofthe non-critical
supported CPs

cRLDistributionPoints 2.5.29.31 Address(es) ofthe CRL issuing authority non-critical

AuthoritylnfoAccess 1.3.6.1.565.7.1.1 accessMethod=0CSP non-critical

{1.3.6.1.55.748.1},
accessLocation({...}
accessMethod=calssuer
{1.3.6.1.5.5.7.48.2},
accessLocation({...}

T able 6- Cettificate extensions for sub-CA certificates (1)

Sub-CA certificates may contain the following optional extensions;

Extension OID Parameters Criticality
AuthorityKeyldentifier 2.5.29.35 160-bit SHA-1 hash non-critical
ofthe
issuer key
SubjectKeyldentifier 2.5.29.14 160-bit SHA-1 hash non-critical
ofthe subject public key
nameConstraints In accordance
with [CAB-BR]
ExtKeyUsage 2.5.29.37 In accordance with [RFC 5280] non-critical

Table 7 - Certificate extensions for sub-CA certificates (2)
Other extensions are allowed, but m ust be setto non-critical.

7123 Extensions of EE certificates

EE (end entity) certificates must contain the following extensions:

Extension OID Parameters Criticality
certificatePolicies 2.5.29.32 OlIDs ofthe supported non-critical
CPs
cpsURI
AuthorityinfoAccess 1.3.6.1.55.7.1.1 accessMethod=0CSP non-critical

{1.3.6.1.55.748.1},
accesslLocation{...}
accessMethod=calssu
er
{1.3.6.1.5.5.7.48.2},
accesslLocation{...}

ExtKeyUsage 2.5.29.37 In accordance with [RFC 5280] non-critical

SubjectAltName 2.5.29.17 Alternative non-critical
subscribername

T able 8- Cettificate extensions for EE-certificates (1)

EE certificates may contain the following optional extensions:

Extension OID Parameters Criticality

AuthorityKeyldentifier 2.5.29.35 160-bit SHA-1 hash non-critical
ofthe issuer key

SubjectKeyldentifier 2.5.29.14 160-bit SHA-1 hash non-critical

ofthe subject public key
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CRLDistributionPoints 2.5.29.31 Address(es) ofthe CRL issuing authority non-critical

KeyUsage 2.5.29.15 keyCertSign and cRLSign must NOT becritical
set

Thefollowing are possible:
digitalSignature,
contentCommitment,
keyEncipherment,
dataEncipherment,
keyAgreement, encipherOnly,
decipherOnly

and combinationsthereof

BasicConstraints 2.5.29.19 Thevalue CA=TRUE mustNOT beset  Critical

QCStatements (onlyQCP-w) 1.3.6.1.55.7.1.3 esid-gcStatement-1{04 0 non-critical
18621 1};
esid-gcStatement-5{04 0
1862 15}
esi4-gcStatement-5; qc-type-web {0 4 0
186216 3};

T able 9- Cettificate extensions for EE-certificates (2)

713 Algorithm object identifiers

Onlyalimited number ofalgorithms may be used to sign certificates.

Thefollowing signature algorithms may be used:
o SHA256 RSA(OID 1.2.840.113549.1.1.11)
e SHA384RSA(0ID1.2.840.113549.1.1.12)
o SHA512RSA(0ID1.2.840.113549.1.1.13)
e SHA256 ECDSA(OID 1.2.840.10045.4.3.2)
e SHA384 ECDSA(OID 1.2.840.10045.4.3.3)
o SHA512ECDSA(OID 1.2.840.10045.4.3.4)

Sub-CAand EE certificates may only be issued with the SHA-256 hash algorithm orhigher.

714 Nameforms

Forthenameformsofroot CA, sub CA, and EE certificates, the specificationsin the corresponding section of the
[CAB-BR] must be observed.

7141 End entity certificates

The end entity certificates of the subordinate certification authorities (sub-CA) must containa distinguished issuer
name (issuer DN) and a distinguished subject name (subject DN) for this service, as described in Section 3.1.

If the Policy-OID 2.23.140.1.2.1 (DV) is used in a certificate, the following subject DN fields MUST NOT be
populated:

organizationName

streetAddress

localityName

stateOrProvinceName

postalCode

If the policy OID 2.23.140.1.2.2(0V)is used in a certificate, the following subject DN fields MUST be populated:
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organizationName

localityName

stateOrProvinceName (if ameaningful value exists, e.g., federal state)
countryName

Ifthe policyOIDs2.23.140.1.1 (EV)and 0.4.0.194112.1.4 (qcp-web) are used in a certificate, the following subject
DN fields MUST be populated:
organizationName
commonName
businessCategory
jurisdictionLocalityName (exception permitted in accordance with CAB-BR)
jurisdictionStateOrProvinceName (exception permitted in accordance with CAB-BR)
jurisdictionCountryName (exception permitted in accordance with CAB-BR)
serialNumber
streetAddress
localityName
stateOrProvinceName (if ameaningful value exists, e.g., federal state)
countryName
postalCode

7142 Root CA and sub-CA certificates

Thefollowing fields must be populated forroot CAand sub-CA certificates:
commonName
organizationName
countryName

715 Name constraints

Root CAcertificates MUST NOT be subjectto name constraints.

Name constraints for sub-CA certificates are optional. They are used to technically restrict a sub-CA.

For a sub-CA certificate to be technically restricted, the certificate MUST contain an Extended Key Usage (EKU)
extension that specifies all authorized key uses. The sub-CAmay onlyissue certificates for these uses.

If the "id-kp-serverAuth" EKU is set, the sub-CA certificate must contain the Name Constraints X.509v3 extension
with restrictions for dANSName, iPAddress, and/or DirectoryName.

The "anyExtendedKeyUsage" value must NOT be set within this extension.

When setting restrictions, the detailed specifications in the corresponding section of the [CAB-BR] must be
observed.

716 Certificate policy objectidentifier

71.6.1 Reserved certificate policy identifiers

The reserved objectidentifiersin the corresponding section in the [CAB-BR] must be observed and may only be
set forthe intended purposes.

7162 Root CA certificates

Root CA certificates must notcontain certificate policies.
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7163 Sub-CA certificates

External Sub-CA certificates (non-affiliate) contain a policy OID that represents a dedicated assurance that the sub-
CA meetstherequirementsin the corresponding chapter ofthe [CAB-BR] duringits life cycle.

In external sub-CA certificates (non-affiliate) the anyPolicy-OID (2.5.29.32.0)is not allowed. This OID may be used
forinternal sub-CA certificates (affiliate).

In all casesitmustbe ensured that atleastone ofthe policy OIDs used is presentin boththe corresponding public
device certificate(s) and the corresponding sub-CA certificate(s).

Theregulationsin this section applyto all hierarchical levels belowthe root CAs, thatis, also to the concatenation
of sub-CA certificates.

71164 End entity certificates

End entity certificates issued by a sub-CAin the scope of thisdocument must contain a policy OID that is dedicated
to ensuring that the certificate meets the requirements of the [CAB-BR] during its life cycle. This MUST be
documented in the certificate policy or CPS.

This policy OID must be defined and described inthe CPS ofthe respective sub-CA.

117 Usage of Policy Constraints extension

No requirementsfor using the Policy Constraints extension

71.8 Policy qualifiers syntax and semantics

See Section 1.2.

71.9 Processing semantics forthe critical Certificate Policies extension

In sub-CA and EE certificates, the CertificatePolicies extension is NOT critical. It is up to the subscribers and
certificate users to evaluate this extension.

7.2 CRL profile

Therevocation listsissued must meet the following requirements:
o [RFC5280] Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile
o [X.509] Information technology- Open Systems Interconnection - The Directory: Public-key and attribute
certificate fram eworks, Recommendation X.509 (08/05), Recommendation X.509 (2005) Corrigendum
1(01/07)

721 Version number(s)
Certificate revocation lists mustbeissued in X.509 version 2 format, which meetsthe requirements of RFC 5280.

1.2.2 CRL and CRL entry extensions
7.2.2.1 "Authority Key Identifier" (AuthorityKeyldentifier) extension

Therevocation lists must contain the " Authority Key Identifier" (AuthorityKeyldentifier) extension. The criticality of
thisextension isset to "non-critical "
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1.2.2.2 "Revocationlist number" extension

The revocation lists must contain the "revocation list number' (cCRLNumber) extension as a sequential serial
number ofthe revocation list. The criticality of this extension is setto "non-critical."

7.3 OCSP profile

7.3.1 Version number(s)

OCSPV1 MUST be used in accordance with [RFC 6960].

7.3.2 OCSP extensions

No specifications.
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8  Compliance audit and other assessments

The rule within a hierarchy is that the included CAs must be certified in accordance with ETSI EN 319 411-1 or
ETSIEN319411-2 policyor similar.

If parts of the PKI are operated by third parties, they must undertake to enable and support audits by T-Systems
International GmbH or an authorized representative as well as audits by external inspection authorities within the
scope of certification.

8.1 Frequency or circumstance of assessment

The included CAs must be subjected to regular internal audits. The audit must cover the requirements for
operation and personnel, compliance with this CP, and the requirements ofthe standard applied under 8.4.

If tasks have been outsourced to third parties, these parties must be regularly audited.

In accordance with the requirements, certification is reviewed at least once a year by an accredited assessment
authority, which must be commissioned by the included CAs in such a way that sufficient time is given for the
inspection so thatthere are no periods without certification.

Furthermore, event-driven audits must be conducted ifthisis necessary due to security incidents, for example.

Web server certificates require quarterly internal audits. Asam ple of at least 3 percent of all certificates generated
during the periodunderobservation is used and the fulfillment ofthe requirements are reviewed.

8.2 Identity/ qualifications of assessor

Forinternal audits, expert assessors (internal auditors) must be em ployed who are trained in the perform ance of
auditsand have many years of expertise in PKl technology.

Compliance with the above standards must be audited by an accredited assessment authority. The certification
must be carried out by an accredited certification authority.

8.3 Assessor's relationship to assessed entity

The assessor mustbe an employee or an authorized representative of an assessmentauthority. The assessment
mustbe conducted in accordance with the ISO/IEC 17021 rules.

For internal audits, expert assessors (internal auditors) should be employed who otherwise do not perform any
function within the CAto be audited.

8.4 Topics covered by assessment

The scope ofthe assessmentis determined by the standard selected. Internal audits must cover compliance with
therequirements ofthe CA/ Browser Forum, the Mozilla Foundation root program, security management, and the
standard selected.
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8.5 Actions takenas a result of deficiency

The included CAs must have standard procedures for the elimination of defects and deficits. An individual risk
analysis must be prepared and documented. Remediation measures must be defined and documented so that
minimization is achieved depending on the possible risk. The measures and their implementation will be
monitored by the security management.

8.6 Communication of results

The compliance of the audit object with the requirements of the standard must be confirmed by an accredited
certification authorityin the form of a certificate. The underlying audit report does nothave to be published ifthe
resultis referenced in the certificate.

The relevant certificate reports must be available on the T-Systems Trust Center website at:
https:// www.telesec.de/de/trust-center. Inthe case of legal requirements, the results must also be communicated
to the specified authorities. The certificates must be published no later than 3 months after completion ofthe audit
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9  Otherbusinessand legal matters

9.1 Fees

Fees mustbe determined inthe relevant General Terms and Conditions (AGB) of the certification authorities.

911 Certificate issuance or renewal fees

No stipulations.

91.2 Certificate accessfees

No stipulations.

91.3 Revocation or status information access fees

No stipulations.

914 Feesfor other services

No stipulations.

9.15 Refund policy
No stipulations.
9.2 Financial responsibility

Financial responsibilities must be determined in the relevant General Terms and Conditions (AGB) of the
certification authorities orin individualagreements.

9.2.1 Insurance coverage

No stipulations.

9.2.2 Other assets

No stipulations.

923 Insurance or warranty coverage for end-entities

No stipulations.

9.3 Confidentiality of business information

The treatm ent of confidential business information must be specified in the policies of th e certification authorities.
Therelevantlegal provisionsand,ifapplicable, furtherregulations on data protection must be observed.

9.3.1 Scope of confidential information

No stipulations.
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9.3.2 Information not within the scope of confidential information

No stipulations.

933 Responsibility to protect confidential information

No stipulations.

9.4 Privacy of personal information

Thetreatment of personal data must be specified in the policies of the certification authorities in a privacy plan.

941 Privacy plan

No stipulations.

94.2 Information treated as private

No stipulations.

943 Information not deemed private

No stipulations.

944 Responsibility to protect private information

No stipulations.

945 Notice and consent to use private information

No stipulations.

94,6 Disclosure pursuantto judicial or administrative process

No stipulations.

94.7 Other information disclosure circumstances

No stipulations.

95 Intellectual property rights

Thisdocumentis protected by copyright. Itis not permitted to use the texts or diagrams or extracts thereof without
the written consent of T-Systems. Intellectual property rights to the certificates and the ARL remain with T-Systems.
Therights of use to the certificates issued are set outin individual agreements with the corresponding certification

authorities.
9.6 Representations and warranties
9.6.1 CA representations and warranties

Byissuing a certificate, the CAassumesthe certificate warranties listed here for the following authorized certificate
holders:
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The subscriber who isapartyto the subscriber agreement or the terms of use agreement for the certificate

All suppliers of application software with whom the root CA has entered into an agreement to include their
root certificate in the software distributed by that supplier of application software

Allrelying partieswho reasonablyrely onavalid certificate. The CAassuresthe authorized certificate holders
and ensures that the CA complies with these requirements and its certificate policy and/ or certification
practice statementduring the period of validity of the certificate when issuing and managing the certificate.

The certificate warrantiesinclude, butare notlimitedto, the following:

1.

Right to use the domain name or IP address: atthe time of issue, the CA(i)implemented a procedure to verify
that the applicant had either the right to use or control the domain name(s) and IP address(es) listed in the
"subject" field and in the "subjectAltName" extension ofthe certificate (or, onlyin the case of domain names,
hasbeen granted such right or control by a person with the rightto use or control), (ii) followed the procedure
forissuing the certificate, and (iii) accurately described the procedure in the CA's certificate policy and/or
certification practice statement.

Authorization for the certificate: atthetime ofissue, the CAhas (i) im plemented a procedure to verify that the
subjecthas approved the issuance of the certificate and that the applicant's proxyis authorized to apply for
the certificate on behalf ofthe subject, (i) followed the procedure for issuing the certificate, and (iii) accurately
described the procedure in the CA's certificate policy and/or certification practice statement.

Accuracy of information: atthe time of issue, the CA has (i) implemented a procedure to verifythe accuracy
of all information contained in the certificate (except for the "subject:organizationalUnitName" attribute), (ii)
followed the procedure for issuing the certificate, and (iii) accurately described the procedure in the CAs
certificate policy and/ or certification practice statement.

No misleading information: at the time of issue, the CA has (i) implemented a procedure to reduce the
likelihoodthatthe information inthe attribute "subject:organizationalUnitName" is misleading, (i) followed the
procedure forissuingthe certificate, and (iii) accurately described the procedure in the CA's certificate policy
and/ or certification practice statement.

Identity of the applicant: ifthe certificate contains subject identity information, atthe time of issue the CA has
(i) implemented a procedure to verify the applicant's identity in accordance with Sections 3.2 and 11.2, (ii)
followed the procedure for issuing the certificate, and (iii) accurately described the procedure in the CAs
certificate policy and/ or certification practice statement.

Subscriber agreement: ifthe CAand the subscriber are not affiliated com panies, the subscriber and the CA
are partiesto a valid and enforceable subscriber agreementthat meets these requirements, or ifthe CA and
the subscriber are affiliated com panies, the applicant's proxy has confirmed and accepted the terms of use.

24/ 7 service: the CAmaintainsa 24/7 publicly accessible repository with current information about the status
(valid or revoked) of all certificates that have not expired. -and -

Revocation: the CAwill revoke the certificate for one of the reasons stated in these requirements. The root CA
WILL be liable under these requirements for the performance and warranties of the sub-CA, for compliance
with these requirements by the sub-CA, and for all liabilities and indem nities of the sub-CA, as ifthe root CA
were the sub-CAissuing the certificates.

96.2 RA representations and warranties

No stipulations.

T-System s PKI - Certificate Policy (CP) | Date: 12.10.2018 | Version: 9.0 61



9.6.3 Subscriberrepresentations and warranties

The CAWILL, underthe subscriber agreement ortheterms of use agreement, require the subscriber to assume
the representations and warranties in this section in favor of the CA and the certificate holders. Before issuing a
certificate, the CA WILL act in favor ofthe CAorthe holdersand obtaineither

1. theapplicant'sconsentto the subscriberagreementwith the CAor

2. theapplicant'sconsentto thetermsofuse agreement.

The CAWILLimplementa procedure to ensure that any subscriber agreement or terms of use agreement is legally
enforceable againstthe applicant. In any case, the agreement MUST apply to the certificate issued in accordance
with the certification application. The CA MAY use an electronic or click-through agreement if the CA has
determined that such agreements are legally enforceable. A separate agreement MAY be used for each
certification application, or asingle agreement MAY be used to cover multiple future certification applications and
the resulting certificates, as long as each certificate that the CA issues to the applicant clearly falls under that
subscriber agreement orterms of use agreement.

The subscriber agreement or terms of use agreement MUST contain provisions that impose the following

obligations and warranties on the applicant (or are assumed bythe applicanton behalfof his customer or agent

under asubcontractor agreement or hosting services agreement):

1. Accuracy of information: a commitment andwarranty to provide accurate and complete information to the CA
at all times, both in the certification application and as requested by the CA in connection with the issuance
ofthe certificate(s) to be provided bythe CA.

2. Private key protection: a commitment and warranty by the applicant to take all reasonable measures to
maintain the exclusive control of the private key, which corresponds to the public key to be included in the
requested certificate(s) (and any associated activation data or devices, e.g., passwords or tokens), its secrecy,
and itsproper protection atall times.

3. Certificate acceptance: an obligation and warranty thatthe subscriber checks and verifies the content of the
certificate for accuracy.

4. Use of the certificate: a commitment and warranty to install the certificate only on servers accessible under
the "subjectAltName(s)" listed in the certificate, and to use the Certificate solely in compliance with all
applicable laws and solelyin accordance with the Subscriber Agreement or Terms of Use.

5. Reporting and revocation: an obligation and warranty to immediately cease using a certificate and the
associated private key and to promptly request the CA to revoke the certificate if any of the following
circumstances occur: (a)informationinthe certificate is or becomesinapplicable or inaccurate, or (b) there is
an actual or suspected misuse or threatto the subscriber's private key that is associated with the public key
included in the certificate.

6. Termination of use of the certificate: an obligation and warranty to immediately surrender any use of the
private key associated with the public keyincluded in the certificate after revocation of that certificate due to
key compromise.

7. Responsiveness: an obligation to respond to the CA'sinstructions regarding a key com promise or certificate
misuse within the specified time period.

8. Confimation and acceptance: aconfirmation and acceptance thatthe CA is entitled to immediately revoke
the certificate if the applicant has violated the terms of the subscriber agreement or the terms of use
agreement, or if the CA determines that the Certificate is being used to enable criminal activities, such as
phishing, attacks, fraud, or the distribution of malware.
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9.6.4 Relying party representations and warranties

No stipulations.

965 Representations and warranties of other participants

No stipulations.

9.7 Disclaimers of warranties

No stipulations.

9.8 Limitations of liability

The certification authorities may limit their liability toward third parties. These limitations of liability must be
described in the CP/ CPS ofthe certification authority.

9.9 Indemnities

No stipulations.

9.10 Term and termination

9.10.1 Term

This document becomes effective upon publication onthe T-Systems website. Changes also take effect when they
are published on public websites (see Section 2.3).

9.10.2 Termination

Thisdocumentremainsin effectin the latest version until itis replaced by anewversion.

9.10.3 Effect of termination and survival

When the Telekom PKl service ends, all usersremainboundbythe regulations containedin the CP/CPS untilthe
last certificate issued expiresoris revoked.

9.11 Individual notices and communications with participants

No stipulations.
9.12  Amendments
No stipulations.

9121 Procedure foramendment

No stipulations.
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9.122 Notification mechanism and period

No stipulations.

9.12.3 Circumstances underwhich OID must be changed

No stipulations.

913  Dispute resolution provisions

No stipulations.

9.14  Governing law

No stipulations.

9.15  Compliance with applicable law

No stipulations.
9.16  Miscellaneous provisions

9.16.1 Entire agreement

No stipulations.

9.16.2 Assignment

No stipulations.

9.16.3 Severability

Should any provision ofthisdocumentbe or becomeinvalid or unenforceable, this sh all not affect the validity of
the remainder of this statem ent.Instead of the invalid and unenforceable provision, a provisionis deemedto have
been agreed which comes closest to the economic purpose of this document in a legally effective manner. The
same appliesto additions made in orderto close contractual lacunas.

9.164 Enforcement (attorneys' fees and waiver of rights)

No stipulations.

9.165 Force majeure

No stipulations.

9.17 Other provisions

No stipulations.
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